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Poli'v Stat€ment

Prctc.ting ac.ss to IT synems and aPpli'ations is cnd'al to iainhin

and dara antl lPvcni rnautnorizd

A(es b comPany! sysbns Ersi be r6bi'Ed b onlv aurno'ed

+fldn€dbki6{andlertpfhilcgd

the nELr ty ot lhe.omP?i] 5 F.lnol,!y

tlre compdnY s mrormahoh.trd

klour$ r'y granhn8 u5.D a.css onlr b the

B..ksound

b asre only auuroz&1 ukB on obhh ac'es io

Ac.es.ontrcls na gc ihe adnitance or rsers io svshh and netsoil

lPP 'r o\orr ^lnP\ rqr-i b'omPbtsth tr obFldFddiL

PolilytqUi!!!!!e

The olie.hve of thi5 Polny is ro .6uie rhe Institution 16 adequab 
'onhols 

to r.{nd a(ei to.ynems drd 'laL

glPPs

t his poli.y apPliee to all brm.h and head oftne indudin8 en?loves' Consllhnb and Oubide vendon ac'e*ing

Companl't lT slstens and appli'atio'B

Defi!@
'',\(6s contol n Lha Fo.e$ that limits md 

'ontrols 
a(e$ to rsources of a complter sv5hn

''uscr" aE efPloyees, .onsulhnb, .onnado*, aSenb d rutho'ized uss a(e$nrs co'nPanv II svsbms a'Lt

, 's*t". * eppr,.ti". ,r-"*t ' aF ser lD! crcated on IT s'srens or aPPli'aiions' shi'h aie smiated lth

spe.iri. a(6s Privileges o. su.h svsEms and apPli'atioE

, Privileged Acconnb are syebnor apPlication a(ounls thrthave advan'ed permiesions (as 
'omPared 

io ft8ula'

usei a(ount Pernissios) on a'h svshm or aPpli'aho6 Exanlles or user a"ounb wid\ Privilege indude:

administahve and snpo user a..onnb

' "A(es Plivileges' at sv*ero pemissions a$dabd with an ac'ount jncludnlg PermssioN to a'c5s or 
'ha'8e

dar. to pue$ tatuactions, cieaE oi 
'htnge 

*iti'3s' eh

."AdmiiktaiorA(ounrnausela(ountsiilrPlivilqesL\athaveadvan.edPerhksionsonanlTsygb[tha'aie

rc.e$ary lor the adninEtraiion of dris svsem loi ex ample : n adm inistaior a(oun t cin 
'rei 

e ne $e(' change

a(ou nt Psn issions, nodirv se'u r iiv settings su'h as 

'dslord 
settinSs' Dloditv sv*eh logs 't

. rppl,c,ti- oaS-"i." a-.uns'aie lser a<ounts ihat are not a$o'Eied aih a pe6on but mIT svsEm' an

4pP' iLon'o iLpP rtr pd'!'aiopl dho' Io'' Fhu I !c1''a

re user a(ounE tiai are nanad after a pesn

.'\on-disdos!rcAg@mcn|rsr'ontadtrct*enaPesotrandtlECo'nPvsbhngrhatdrePeuonwillPlohd

.onritrenhal ilrJomahon (as deiined in ihe R6ord Clas nauon and Handling loli'v) overed bv the 
'onta't'

whan ihn Pe$on hd h€?n erpGed io su'h inJonnation'



' Guidine Principles - Geftral Requnements

thp aonpiny tr111 p(Nrdc ac.cs prulegG io compiny r{hnolosy (,rluding nesorks, synens, apFli.rhons,

.omputc^ d mob c dcvi.e, bascd on thc fouowms p nnaplcs:

rt.s u bc glanEd a.ccss b 5y5r

req uesb Io r uscE a.coun E and a..d$ privileg6 mu* be lonilly do.u'enEd and ap prop ri ely approved

nrq&ds ror spe.ial r.ounb and privileees (su.h as veftior rccounb, applicadon and 5svre r.ouic, sysE '
admnishrion arcunE, !h&ed / 3e n'ote ac.es) mun be romally do.umcntcd

ind arp(MJ by rh. sys6m ow.er

Appli.ation and seri.e a.counb rud only be u*d by rppk.hon .osponc.B tqun,ng aurnenti.ation, a(es io

the paswords rus ba iesti.red i! autidi?d r ninist dsor appli.ation dev€lopds ody

where p.$ible, the company will sd Ne; rou.b b aubnahaq expne at a pre*.tdah lvlo€ rpdka[y,
z When hmpoiarl artes n rcqured, such a(o* lill b. ,6oved innnadiakly altcr thc user h .onPlebd tha

hstiornhi.h the 3cce$sasSra ed

, User a(ounb asigned to conta.toE will b€ set io exFne a..ording io ilre conha.(s expny date

, u*r tu.ounts wilL be dnabled atter 3 no ns ol ina.hvfty Thn dod not apply b accounb a*qned to

> User a(ounb snh signed conba.G for a rdiring, continuing, or renure tack appoinhent lor an up.oming

tern .an be adive foi up io fau monLhs betuen appointments

A(es righb Nill be innediately disabied or removed Nhen thc user ie lerminahd or.eases to hale a legltimab

reson to ace$ company's sysreN.

A veiri.ation ol ore Nels identiy nun be perromed by the II Dire.roi, HelP Dek, or desiSnab belore graniing a

ne* pas$ora

t\ahi8 usrtr..otrn6 and ace$ righb $illbewie editlaanaNu l), to dctc.l do ini a(ounc and accounls

\r ith erssiv€ pivi leg6 Era m pl6 or a(oun b wi& ex.esive priv ilcg6 in.luder

u Ana.rivea..ountasligmdroexen.onbadoE,vendosoremPtoyesdntnolongerrorhrord'eComPany

, An a.rive amuntliih a..es righb for whnh lhe user's iole and rcspontbilities do mt rcqune a..es. For

ar:hple, useE rhat do not have authoriiy orr6po.sibility to aPprove expms should nothavea(es with

approv, pemissions *nhn' a fiMn ial sysbm.

; Syshm administative righb or pemrsions (rnduding perhksions to .hange the se.lilv Prtin€s or

peifoman.e seitings of a sysienJ ghnted to a Rr a1$ n not in administator.

; Unknol n a.hve a(ounL

,^ll a..e$ requss for sysem and apPlnation acounb and pemnsions Lvill be dmunEnted *ing dE ri.kebng



Guidin8 PrinciDles - Privileq€d A"ounrs

A fonnn iva and indilidual Priviles.d usei a..ount NEr he deahd for administaid a"ounb (5 1' as 'hBt

ramc Ia*'unc adnin'),h{eadof s6eri. miistatoraccountmnu!

Pnul$€d usd r..ounB.a. only bd requc ed blr Dranase^ orsup'rvso6and ounbcaPFropiriclv iPProv'd

Guidine PrinciDles - Shar'd User a"ounts

lvheLe ,o*ir,le, the use ol sPeilic neeork don'in 's{uritv Siou

term,$iodsaooss rry usert nEkad of rh eda(ounb

sh eJ usar a..ounb arc only io bcu5.d on an ex'eption basB $irh the aPproP reaPprcv' This indudes gcneEl

Whcn shrerl a<o$b are rcquircd:

- Pa$$ordsqillbe ord and handled in a..oda"e wth dE Pt$sord Poltv

, The use o, shared a..ounb siu be dotr orcd wheie Po$ible, in'ludii13 the rc'ordnrg or the time or a"6'

$e reason tor a(e$ing ihe shred u*r a(ount and &e rdividual a'@sing his a(ount when the shar'd

u*r a(ount hx adminGtative privileges, su'h i Po'edre n mndabrv and accss to the monibrn'8 logs

musi lx Proteded and reshded

Vendor d Default User A(ounts

Where po*ible, all derault uer a.counb will he disabled or a\anrled Thes' a'counb indude "g!6t ' "tmp"'

"imh". 'Administaiolr', ind anv orns.ommonlv known or lsed deraulr a"ounb as reell as rclated deliuli

pa$Llods used by lendoB on "conDer.ial otliheshelfl svstcns and applicahons

Test Ac'olnts

. T6r {eub cn only be.Eled if oEv are justified bv iie rcl*an! busines area or project ream and aPproved bv

tlre aprli.ation oMer, L\,otrSh a fomal requesi to rhe lT DnP'br or dt lT HelP Desk

' 1 6r a(ounb mst hale an dp irv dt E (maxin um of 6 monihs) Mai'iaining 16 t accounb bevond dis date nu$

be p evilubd every 90 davs ud aPprcv'd aPproPiablv

' T*t a(ounts will b. dslbled / deletad when thev re no loryer nece$ary

Contractors and Vendors

' ln ic.ordm.e wiLh 0t Contrad Manag€ment Polj'v contra'b riLlr 
'ontrados 

/ vendo6 t'il indude sp{iJi'

requiremenb lor ihe Prot4tion or drih ln addiiion, 
'onkacbr / 

vendor represcnhiives illbeiequndnr

siBn a Non dinlosure Agr€ement ('NDA") Pljor to obtaining approlil to a'ce$ I$titution svsrenb nnd

t ?rior b granhns a.c€s iShb io a conta't'r / veidor' ihc n Dncctor or HelP Dcsk mun verilv the iequlftnenb

ot S€.tion 11 r have ben .onplied aith

; The mne ol the conha.bor / vendor Gpresmtative n$tbe cofrmunnated to the n Help Desk at lPast 2 busiie$

days l*fore tne Po6on neds a"6s



,rhecompan)-l lDainrai.3.u! endo6 h,vinga..es roconpanyl.y*ems
rre need io hminare dle ac.ess privir+rs or the conbacior / ve.dor mu* b. ommuni.ahd io dre rT Help D€rt *
ba{ r bEn'es day befoE the .onha.ior / vendor iepresmhdve s nced for such a(e$ efds

A.aes Control Requnements

c@$ comPanr! ly*ems and apP

and paswordmudbeforn,all) ipp@ved

, Renob a.c.5s to Conpanyt sy ens and appli.dti.i! frun useiwGfado' audpnti.arionwheie posible

; sy'Em and appkahorses,oN mu{ auiohati.ally lock rb 15minuics olina.tiviiy

Rotes and Responsibilities

Ir.epiions io &e guidirg primiples

Diredor/Desismbd ofi ice.

Ereptiotu to the Poli.v

in dris poli.y nu* lx do.umenhd md Iornally appoved by Lhe IT

5l

Apprcveadd romallysuppo dris poky.

Revieq and fornally suppot

IT

Review md approve any erceptions io the requte'nenrs or this

Tale proa.tive steps b reinfo(e .onplian e of all slakeholdeG

snppo an /e_eldf{t and 'qei,'rfflhe und$t nding or the iequiMents of thh

po],jcy.,,// a ,..,. t
Id.q.dry; aw*'lrr;fatt b tp lT serie &sr my non{nprim.e iNtu w n
$b &tr'y.-",., '",

s.h n.w enPlore d conteb yiih the plevani companyt II andsecuriiy

upon the fi6t day ofcomnen.ing work with Conp y's

all employes and other in the u.de6hndi.g of &e requircmenb of rhis poli.y.

. Report all noi-.ofrpliince ituhn.6 \nh this poky (ob.erved or !sp{ted) to L\e;

Superv no,, In: hctor o r Company s RepEeniative as soon rs po$i ble

lnsnre rh re reponsibilities and se.udry obfigatiois ot.a.h party ro the.onka.tual

rclationship aE ourlined in re . mpatry s and rhe



?olicy er.epiio.s nust describe:

- A ieaonable expranarion lor why rhe potry er.ephon is rcquned

z ]\nI risk creaied by dE Folry exception

; Eviden.e of approval by rhe rT Dir{b!

r r,,quin6reg ding this potiry.a. be dneded io the n Dndr/D6lgntud ofrner

.s ,nd ,hen reqrned
sbff,€mploye.+nd Dir€doG of the company.

,&

r:( Capirzl Mar(el' Lrd


